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:KHQ�\RX�VLJQHG�RQ�WR�UXQ�D�KHDOWKFDUH�RIÀFH��\RX�OLNHO\�GLGQ·W�WKLQN�\RX·G�VSHQG�\RXU�WLPH�RUJDQL]LQJ�
OHJLVODWLRQ�DQG�WHVWLQJ�GDWD�VHFXULW\��+RZHYHU��WKH�ODQGVFDSH�RI�WKH�PRGHUQ�KHDOWKFDUH�RIÀFH�KDV�FKDQJHG��
And in addition to providing excellent patient care and cutting edge medical solutions, you are also 
expected to capture, store, and secure the health and medical data of your patients. 
 
,W·V�LPSRUWDQW�WR�HGXFDWH�\RXUVHOI�DQG�\RXU�FRPSDQ\�RQ�WKH�OHJDO�UHTXLUHPHQWV³�DQG�WKH�UHDVRQLQJ�EHKLQG�
WKH�OHJDO�UHTXLUHPHQWV³�WR�PDNH�VXUH�\RX�SURWHFW�\RXUVHOI�IURP�DFFLGHQWDO�EUHDFK�RU�DWWDFN�
 
,Q�WKLV�ZKLWH�SDSHU��\RX�ZLOO�ÀQG�XS�WR�GDWH�LQIRUPDWLRQ�RQ�LPSRUWDQW�KHDOWKFDUH�GDWD�OHJLVODWLRQ��DV�ZHOO�DV�
actionable tools and assessments you can use to ensure the highest level of protection for your company.

7KH�(YROXWLRQ�RI�+HDOWKFDUH�6HFXULW\� 
HIPAA to HITECH

:KHQ�\RX�EHJLQ�RSHUDWLQJ�DV�D�KHDOWKFDUH�RUJDQL]DWLRQ�RU�FRPSDQ\�WKDW�VWRUHV�3URWHFWHG�+HDOWK�
Information (PHI), the following two pieces of legislation guide how you should secure and protect your 
FRPSDQ\·V�GDWD�
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+HDOWK�,QVXUDQFH�3RUWDELOLW\�DQG�$FFRXQWDELOLW\ 
$FW��+,3$$�
The Health Insurance Portability and Accountability Act (HIPAA) is a law that establishes certain protections 
DQG�UHTXLUHPHQWV�IRU�FRQVXPHUV�DQG�KHDOWKFDUH�RUJDQL]DWLRQV�DOLNH�
 
Title I of the law offers health insurance protection to employees and their families in the event of a layoff 
or job change. Protection includes access to healthcare and the portability and renewability of insurance 
coverage.
 
7LWOH�,,�RI�WKH�ODZ��WKH�$GPLQLVWUDWLYH�6LPSOLÀFDWLRQ��$6��SURYLVLRQ��HVWDEOLVKHV�QDWLRQDO�VWDQGDUGV�IRU�
electronic healthcare information storage. The purpose of this law is to prevent healthcare fraud and 
abuse, simplify the administrative approach to PHI, and establish a common medical liability release.

+HDOWK�,QIRUPDWLRQ�7HFKQRORJ\�IRU�(FRQRPLF�DQG�&OLQLFDO�
+HDOWK�$FW��+,7(&+�
The Health Information Technology for Economic and Clinical Health Act (HITECH) is Title XIII of the 
American Recovery and Reinvestment Act of 2009. This section of the law allocates government funds to 
promote and expand the adoption of health information technology and digital storage.  The result of this 
DFW�LV�WKH�GHYHORSPHQW�RI�(OHFWURQLF�+HDOWK�5HFRUGV��(+5��WKDW�KHDOWKFDUH�RUJDQL]DWLRQV�QHHG�WR�VWRUH�DQG�
protect.
 
$VLGH�IURP�WKH�IDFW�WKDW�WKH�ODZ�UHTXLUHV�FRPSOLDQFH��PHHWLQJ�+,3$$�+,7(&+�UHTXLUHPHQWV�LV�DQ�ELJ�VWHS�LQ�
protecting two important parties: your patients and your business.  
 
)LUVW��WKHVH�SULYDF\�UHTXLUHPHQWV�SURWHFW�\RXU�SDWLHQW·V�GDWD�DQG�RWKHU�3URWHFWHG�+HDOWK�,QIRUPDWLRQ��3+,��
IURP�LGHQWLW\�WKHIW��,QIRUPDWLRQ�FRQWDLQHG�ZLWKLQ�PHGLFDO�ÀOHV�LQFOXGHV�SDVVZRUGV��VRFLDO�VHFXULW\�QXPEHUV��
ELUWKGD\V��DQG�VHFXULW\�TXHVWLRQV��$OO�RI�WKLV�GDWD�FDQ�HDVLO\�EH�XVHG�WR�LPSHUVRQDWH�DQ�LQGLYLGXDO�IRU�
monetary schemes such as opening new bank accounts, lines of credit and credit cards. This data can also 
be used for targeted phishing attempts and blackmail opportunities, which can further compromise your 
FXVWRPHU·V�VHFXULW\��
 
6HFRQG��WKHVH�SULYDF\�UHTXLUHPHQWV�KHOS�SURWHFW�\RXU�EXVLQHVV�IURP�WKH�IDOORXW�RI�D�GDWD�EUHDFK�RU�D�
UDQGRP�RU�SODQQHG�DXGLW��,I�\RX�VXVSHFW�RU�FRQÀUP�WKDW�\RXU�FRPSDQ\�KDV�H[SHULHQFHG�D�GDWD�EUHDFK��\RX�
DUH�UHTXLUHG�WR�VHOI�UHSRUW�WR�+,3$$��$W�WKDW�WLPH��+,3$$�ZLOO�DXGLW�\RXU�RUJDQL]DWLRQ�WR�VHH�LI�\RX�KDYH�PDGH�
UHDVRQDEOH�DFFRPPRGDWLRQV�IRU�WKH�VHFXULW\�RI�\RXU�SDWLHQW·V�GDWD��,I�\RX�KDYH�QRW��\RX�PD\�EH�IRXQG�
H[FHVVLYHO\�OLDEOH�IRU�WKH�EUHDFK�DQG�IDFH�VLJQLÀFDQW�FRQVHTXHQFHV�
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1��5DQGRP�$XGLWV
7KH�2IÀFH�RI�&LYLO�5LJKWV·��2&5��'HSDUWPHQW�RI�+HDOWK�DQG�+XPDQ�6HUYLFHV��++6��SHUIRUPV�UDQGRP�
+,3$$�+,7(&+�DXGLWV�WR�SURYLGH�DQ�H[WUD�LQFHQWLYH�WR�SXW�VHFXULW\�PHDVXUHV�LQWR�SODFH��5DQGRP�
audits have no police involvement because they are considered to be informal events.
 
If you experience a random audit, HHS simply wants to look at your documentation. However, if you 
KDYH�QR�GRFXPHQWDWLRQ��\RX�FDQ�EH�VXUH�WKDW�WKH\�ZLOO�EH�EDFN�WR�SHUIRUP�VXEVHTXHQW�DXGLWV�

2��)RUPDO�$XGLWV
Formal audits are often the result of a police investigation due to a security breach. These 
DXGLWV�LQYROYH�VWULFW�UHTXLUHPHQWV�DQG�JXLGHOLQHV�WKDW�YDU\�E\�VWDWH�DQG�ZLOO�UHVXOW�LQ�D�UXOLQJ�RI�
UHVSRQVLELOLW\��7KLV�UXOLQJ�ZLOO�DIIHFW�\RXU�FRPSDQ\·V�OLDELOLW\�IRU�D�VHFXULW\�EUHDFK�DQG�DGGLWLRQDO�
UHTXLUHPHQWV�IRU�RQJRLQJ�FXVWRPHU�SULYDF\�DQG�VHFXULW\�
 
$V�KHDOWKFDUH�VHFXULW\�LVVXHV�FRQWLQXH�WR�GHYHORS��ZH�FDQ�H[SHFW�WR�VHH�LQÁX[�LQ�JRYHUQPHQW�
LQYROYHPHQW�LQ�WKH�DXGLW�SURFHVV�DV�ZHOO�DV�LQFUHDVHG�DXGLWV�WDNLQJ�SODFH��,W·V�LQ�\RXU�EHVW�LQWHUHVW�
WR�HVWDEOLVK�+,3$$�+,7(&+�FRPSOLDQFH�DV�TXLFNO\�DV�SRVVLEOH�VR�WKDW�\RX�DUH�SUHSDUHG�ZKHQ�\RXU�
FRPSDQ\�H[SHULHQFHV�D�UDQGRP�DXGLW�RU�QHHGV�WR�VHOI�UHSRUW�D�VHFXULW\�EUHDFK�

7KH�5ROH�RI�$XGLWV�LQ�+,3$$�DQG�+,7(&+

The main purpose of the auditing process is to make sure that your company cannot unintentionally leak 
GDWD�DQG�WKDW�\RXU�RIÀFH�HQYLURQPHQW�LV�VHW�XS�ZLWK�3+,�SULYDF\�EHVW�SUDFWLFHV�LQ�PLQG��
 
As a company that stores PHI, you may experience the following two kinds of audits:
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5HSRUWLQJ�'DWD�%UHDFKHV

,Q�WKH�HYHQW�RI�D�GDWD�EUHDFK��FRPSDQLHV�WKDW�VWRUH�3+,�PXVW�DELGH�E\�FHUWDLQ�UHTXLUHPHQWV�DQG�
UHVWULFWLRQV��6SHFLÀF�UHTXLUHPHQWV�DQG�WLPHOLQHV�YDU\�E\�VWDWH�DQG�WKH�VL]H�DQG�W\SH�RI�WKH�GDWD�ORVV��EXW�
DOO�VWDWHV�UHTXLUH�D�EUHDFK�EH�UHSRUWHG�DV�VRRQ�DV�LW�LV�UHFRJQL]HG��HYHQ�LI�LW�LV�RQO\�VXVSHFWHG�
 
Reporting a breach will not necessarily trigger an audit or an investigation, but HHS will interview your 
FRPSDQ\�WR�DVVHVV�WKH�GDPDJH�RU�ULVN�WR�\RXU�FXVWRPHU�EDVH��<RX�DOVR�PD\�EH�UHTXLUHG�WR�SXW�RXW�D�
QRWLFH�WR�\RXU�SDWLHQWV�YLD�HOHFWURQLF�FRPPXQLFDWLRQV�RU�SULQW�PHGLD��<RX�FDQ�ÀQG�pertinent legislative 
UHTXLUHPHQWV�E\�VWDWH�WR�GHWHUPLQH�ZKDW�LV�UHTXLUHG�LQ�\RXU�DUHD�

)RFXVLQJ�RQ�WKH�%LJ�3LFWXUH��2UJDQL]LQJ�<RXU�
'DWD�(QYLURQPHQW

8QIRUWXQDWHO\��KHDOWKFDUH�RUJDQL]DWLRQV�RIWHQ�DVVXPH�WKDW�WKH\�KDYH�WKH�SURSHU�GRFXPHQWDWLRQ�DQG�
SURFHVV�LQ�SODFH�ZKHQ��LQ�UHDOLW\��WKH\�GR�QRW��<RX�FDQ�WDNH�D�TXLFN�WHPSHUDWXUH�RI�\RXU�GDWD�HQYLURQPHQW�
E\�FRQVLGHULQJ�ZKHWKHU�RU�QRW�\RX�FDQ�DQVZHU�WKH�IROORZLQJ�WKUHH�TXHVWLRQV�

1. +DYH�\RX�DVVLJQHG�D�+,3$$�VHFXULW\�RIÀFHU"
2. 'R�\RX�KDYH�GRFXPHQWDWLRQ�IRU�HYHU\WKLQJ�LQ�\RXU�RIÀFH"��,QFOXGLQJ�EXW�QRW�OLPLWHG�WR�GDWD�

storage, backup, and recovery processes.) 
3. 'R�\RX�KDYH�D�%XVLQHVV�$VVRFLDWH�$JUHHPHQW��%$$��ZLWK�\RXU�,7�VHUYLFHV�SURYLGHU"

6HOI�DXGLWLQJ��DVVHVVLQJ��DQG�LPSURYLQJ�\RXU�GDWD�VHFXULW\�SURFHVVHV�PD\�QRW�EH�HVSHFLDOO\�FRPIRUWDEOH��
EXW�LW�ZLOO�KHOS�\RX�RUJDQL]H�\RXU�VHFXULW\�LQIRUPDWLRQ�DQG�GHYHORS�D�PDWXUH�SULYDF\�SURFHVV�PRGHO�WKDW�
SURWHFWV�\RXU�FRPSDQ\·V�UHSXWDWLRQ�DQG�\RXU�FXVWRPHU·V�LQIRUPDWLRQ��,W�ZLOO�DOVR�LQGLFDWH�WR�D�+,3$$�
HITECH audit team that you put a reasonable amount of effort into protecting your data, which can 
VLJQLÀFDQWO\�OHVVHQ�\RXU�OLDELOLW\�IRU�EUHDFKHV�WKDW�GR�RFFXU�

http://www.healthinfolaw.org/state
http://www.healthinfolaw.org/state
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7RROV�IRU�0DLQWDLQLQJ�&RPSOLDQFH�LQ�WKH 

0RGHUQ�2IÀFH

:KLOH�HVWDEOLVKLQJ�DQG�PDLQWDLQLQJ�+,3$$�+,7(&+�FRPSOLDQFH�FDQ�IHHO�OLNH�DQ�RYHUZKHOPLQJ�XQGHUWDNLQJ��
there are a number of resources you can use to make the process a little more manageable. Here is a list 
RI�ÀYH�HIIHFWLYH�DVVHVVPHQWV�WKDW�FDQ�KHOS�\RX�URRW�RXW�ZHDNQHVVHV�LQ�\RXU�VHFXULW\�SURFHVV�DQG�LGHQWLI\�
opportunities for improvement.

1��1HWZRUN�+HDOWK�$VVHVVPHQW
,QÀQLW\�7HFKQRORJLHV�FXUUHQWO\�RIIHUV�D�IUHH�Network Health Assessment. This assessment functions 
as a starting point for any business that currently works with PHI or may work with PHI in the future. 
,W·V�DQ�HIIHFWLYH�ZD\�WR�FDSWXUH�DQ�DFFXUDWH�SLFWXUH�RI�ZKHUH�\RXU�GDWD�HQYLURQPHQW�VWDQGV�QRZ�DQG�
KRZ�LW�QHHGV�WR�EH�LPSURYHG�LQ�RUGHU�WR�PHHW�+,3$$�+,7(&+�UHTXLUHPHQWV�
 
,Q�D�VLPSOH�DQG�VWUDLJKW�IRUZDUG�DVVHVVPHQW�SURFHVV��D�1HWZRUN�+HDOWK�$VVHVVPHQW�UHYHDOV�D�
variety of threats to your data security. These threats may take the form of out of date and poor 
SHUIRUPLQJ�HTXLSPHQW��LQFRPSHWHQW�GDWD�EDFNXSV��RU�VHFXULW\�JDSV�WKDW�FRXOG�OHDYH�\RXU�QHWZRUN�
vulnerable to attack. Rather than wonder whether you are prepared to face network security threats 
such as malware, viruses, or malicious attacks, you can use a Network Health Assessment to 
capture a comprehensive assessment of what machines you have, how many you have, and what 
you have on them. This allows you to have a better understanding of your current situation as well 
as start to identify potential areas for concern that may need to be addressed.

http://pages.it-va.com/free-network-health-assessment
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2��1HWZRUN�$VVHVVPHQW�5LVN�5HSRUW
A Network Assessment Risk Report begins with a straightforward evaluation of your current security 
process, technology, and infrastructure and points out where you might experience problems in 
the future. Example evaluations might include the age and condition of your servers and network 
infrastructure, as well as password strength and System Event Log analysis.
 
7KH�ULVN�UHSRUW�ZLOO�DOVR�ORRN�RXW�IRU�XQLTXH�DGPLQLVWUDWLYH�RYHUVLJKWV�VXFK�DV�XSGDWLQJ�DQG�
maintaining employee access for former employees and new employees. Securing the permissions 
settings on your computer will allow you to maintain greater control over how your machines are 
manipulated by both human factors and malware factors.
 
7KH�UHVXOW�RI�WKLV�UHSRUW�ZLOO�LQFOXGH�D�TXDQWLÀDEOH�5LVN�6FRUH�WKDW�\RX�FDQ�XVH�WR�LGHQWLI\�DQ�
DFWLRQDEOH�SODQ�WR�DGGUHVV�HDFK�VHFXULW\�ULVN�DQG�EXLOG�D�FRPSOLDQW�GDWD�HQYLURQPHQW��$QDO\]LQJ�WKH�
results of your Network Health Assessment can also help you approach your internal security testing 
in the most effective way possible.

3��([WHUQDO�9XOQHUDELOLW\�6FDQ
Another option for security assessment is an External Vulnerability Scan, which is a report that 
provides preventative information about network points that may be vulnerable to exploitation.
 
During this assessment, the IT team scans available Internet Protocols (IPs) on your network to 
ÀQG�RXW�ZKLFK�SRUWV�DUH�RSHQ�DQG�ZKLFK�SRUWV�DUH�FORVHG��7KH\�DOVR�WU\�FRPPRQ�SDVVZRUGV�DQG�
combinations that hackers use to gain access to these ports and entrance to your network. The 
result is a deeper awareness of which ports need to be open and which do not, leading to a better 
understanding of how to monitor your vulnerabilities for intrusion opportunities.
 
Many of the DIY vulnerability scanning tools on the market, such as WireShark are complex to use, 
so we recommend you proceed with care. In many instances it can be more cost effective to deploy 
a team of experts to review your vulnerabilities and deliver a comprehensive report.

4��6RFLDO�(QJLQHHULQJ�3HQHWUDWLRQ
Social Engineering Penetration is another effective kind of threat assessment tool. The process is 
similar to that of a traditional Secret Shopper. First, you place two fake medical records into your 
GDWDEDVH��7KHQ��D�SHUVRQ�SRVLQJ�DV�D�IDPLO\�UHODWLYH�DSSURDFKHV�\RXU�RUJDQL]DWLRQ�WR�WU\�WR�JHW�
FRSLHV�RI�3+,�GDWD�ZLWKRXW�WKH�DSSURSULDWH�LGHQWLÀFDWLRQ�E\�DVNLQJ�RYHU�WKH�SKRQH��LQ�SHUVRQ��RU�E\�
fax, and insisting that the person would want them to have the information.
 
7KLV�DSSURDFK�SURYLGHV�WZR�LPSRUWDQW�EHQHÀWV�WR�FRPSDQLHV�WKDW�KDQGOH�3+,��)LUVW��LW�DOORZV�
management to review the approval processes in place and identify gaps in employee training that 
need to take place before a breach actually occurs. Second, it allows employees to practice this 
system with fake data to prevent real threats from occurring.

https://www.youtube.com/watch?v=aLpcUAIIeUA
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5��3+,�'DWD�9LVLELOLW\�:DONWKURXJK
)LQDOO\��D�3+,�'DWD�9LVLELOLW\�:DONWKURXJK�ZLOO�DOORZ�\RX�WR�JHW�D�ELUG·V�H\H�YLHZ�RI�WKH�VWDWH�RI�\RXU�
physical security environment. In this assessment, IT professionals walk through your environment 
WR�VHH�ZKHWKHU�RU�QRW�WKH�SK\VLFDO�VHFXULW\�HQYLURQPHQW�LV�DGHTXDWH��7KH\�DVVHVV�WKH�SK\VLFDO�
access of the building including your security systems, what information can be seen on computer 
GLVSOD\V�IURP�GLIIHUHQW�DQJOHV��VFUHHQVDYHUV��DQG�ÀOWHUV��DQG�KRZ�HDV\�LW�LV�WR�FDSWXUH�SKRWRJUDSKV�
on a personal camera or smartphone as you pass by a computer. Any easily accessible PHI data 
signals an area that needs to be addressed.
 
This assessment also takes into account a variety of sources of data that may be overlooked by a 
DIY security protocol, such as auto logouts and lockout settings, camera systems, electronic locks, 
and alarms to provide a truly comprehensive view of your environment.

%RWK�+,3$$�DQG�+,7(&+�KDYH�SK\VLFDO��WHFKQRORJLFDO��DQG�DGPLQLVWUDWLYH�UHTXLUHPHQWV��%XW�ZKDW·V�WUXO\�
LPSRUWDQW�LV�KRZ�+,3$$�+,7(&+�DIIHFWV�WKH�VHFXULW\�RI�\RXU�RIÀFH�QHWZRUN�DQG�WKH�3+,�\RX�VWRUH�RQ�\RXU�
QHWZRUN��7KHVH�ODZV�SODFH�D�VLJQLÀFDQW�DPRXQW�RI�OLDELOLW\�RQ�\RXU�RUJDQL]DWLRQ�WR�RUJDQL]H��PRQLWRU��DQG�
SURWHFW�WKH�3+,�\RX�KDYH��,I�\RX�GRQ·W�VWD\�RQ�WRS�RI�WKLV�LQIRUPDWLRQ��\RX�SXW�\RXUVHOI�DQG�\RXU�SDWLHQWV�DW�
risk for serious breaches of data and personal security. 
 
Your patients literally trust you with a 
OLIHWLPH·V�ZRUWK�RI�GDWD��&RPSDQLHV�WKDW�WDNH�
this relationship seriously understand that 
maintaining patient privacy and security is a 
vitally important process.
 
While protecting this amount of PHI can be 
a scary process, it is less scary when you 
KDYH�WKH�VXSSRUW�RI�VHDVRQHG�+,3$$�+,7(&+�
FRPSOLDQFH�H[SHUWV��,QÀQLW\�7HFKQRORJLHV�KDV�
the expertise and the experience to secure 
your data environment against established 
and developing threats in the healthcare 
marketplace and maintain that relationship 
of trust and protection between you and your 
healthcare customers.
 
Contact us now for a HIPAA Consultation. Our HIPAA consultation covers all of the tools listed above, and 
will give you the information you need to secure your PHI.

,I�\RX�GRQ·W�VWD\�RQ�WRS�
RI�WKLV�LQIRUPDWLRQ��
\RX�SXW�\RXUVHOI�DQG�

\RXU�SDWLHQWV�DW�ULVN�IRU�
VHULRXV�EUHDFKHV�RI�GDWD�
DQG�SHUVRQDO�VHFXULW\�

Contact Us Now For A HIPAA Consultation

http://pages.it-va.com/hipaa-consultation
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$ERXW�,QÀQLW\�7HFKQRORJLHV
$W�,QÀQLW\�7HFKQRORJLHV��ZH�XQGHUVWDQG�KRZ�FULWLFDO�LW�LV�IRU�RXU�FOLHQWV�WR�SURWHFW�WKHLU�GDWD�DQG�WKH�GHYLFHV�
that form the backbone of their business operations. Because of this, we work closely with several kinds of 
RUJDQL]DWLRQV�WR�PDNH�VXUH�WKDW�WKH\�KDYH�WKH�V\VWHPV�LQ�SODFH�WR�SUHYHQW�WKHVH�NLQGV�RI�VHFXULW\�WKUHDWV�
from ever becoming a problem.
 
Our team of technical experts also work with our clients proactively to assess and prevent security threats 
on an ongoing basis. If you are looking to ensure that your company is safe from viruses, ransomware, 
phishing emails, or other dangerous threats that can bring your operation to a grinding halt, get in touch 
ZLWK�XV�WR�VHH�KRZ�ZH�FDQ�KHOS�\RX�PHHW�\RXU�,7�VHFXULW\�QHHGV�DQG�NHHS�\RXU�RIÀFH�QHWZRUN�UXQQLQJ�WKH�
way that it needs to.
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